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SUBJECT: DATA NETWORKS AND SECURITY ACCESS  (Cont'd.) 
 

h) Determine how, and to whom, remote access should be granted, obtain written agreements 
with remote access users to establish the District's needs and expectations, as appropriate, 
and monitor and control remote access;  

 
i) Verify that laptop computer systems assigned to teachers and administrators use full-disk 

encryption software to protect against loss of sensitive data; 
 

j) Deploy software to servers and workstations to identify and eradicate malicious software 
attacks such as viruses and malware; 

 
k) Develop a disaster recovery plan appropriate for the size and complexity of District IT 

operations to ensure continuous critical IT services in the event of any sudden, catastrophic 
event, including, but not limited to fire, computer virus, or deliberate or inadvertent employee 
action. 

 
 
Password Guidelines 
 
 Passwords are an important way to protect the security of the DCS and maintain the integrity of 
sensitive or confidential data.  Therefore, in order to ensure the security of the DCS, users must comply 
with the following: 
 

1. Choosing Passwords 
 
The initial password provided to a system user must be changed by the user immediately upon 
gaining access to the system for the first time.  Passwords must contain at least twelve (12) 
characters, a mixture of upper and lowercase letters, and at least one number.  Such passwords 
should not be a common words, family or pet name, address, birthday, social security, or 
telephone number.  When a passport is reset, it should not duplicate the previous passwords.  In 
addition, user account will lock after three unsuccessful attempts to log on to the DCS. 

 
 

2. Changing Passwords 
 
Employees of the District must change their network passwords every 90 days.  Each password 
is secured by the individual users and maintained by the Office of Technology. 
 
All system level passwords will be changed whenever a member of the Information Technology 
(IT) staff changes.  All user level passwords for network access will be changed when a 
compromise is suspected. 
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3. Password Sharing 
 

Passwords should not be shared under any circumstances.  If access is required by a supervisor, 
the system administrator will change the user’s password to per


